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fight against disease. He feels energized and privileged to wake up 
every day and take part in innovative science in the effort to help 
progress modern medicine. Each day he is supported and surrounded 
by a group of individuals that are equally driven and passionate 
about what they do.
He explains, “As technology advances into uncharted territory, we 
collectively find fulfillment in supporting patients and clients with 
our industry expertise.” Matthew looks forward to having more 
opportunities to serve patients in 2021 and beyond.

INTRODUCTION

Training The FDA’s 1997 regulation 21 CFR Part 11 and associated 
2003 guidance never intended for life science companies to generate 
1,200-page computer system validation (CSV) protocols and reports – 
and they’re tired of reviewing them.

Fast forward 17 years, and the FDA is putting their foot down with 
new guidance planned for 2021 on Computer Software Assurance for 
Manufacturing, Operations, and Quality System Software. Why is 
this new guidance necessary? There are two primary things Computer 
Software Assurance (CSA) delivers: First, CSA flips traditional 
validation from upside-down to a new way of thinking that’s right-side 
up. Second, CSA charts a path through a critical thinking process to 
ensure appropriate, risk-based, least burdensome validation.

Dinosaurs Get Stuck

In late 2014, Utah state paleontologists pulled a nine-ton block of 
sandstone from eastern Utah and excavated nine Utahraptor encased in 
what was quicksand. The pack of predators were hunting herbivorous 
dinosaurs when they reached the quicksand, got stuck, and died. The 
strategy that worked so well for so long failed when the environment 
changed underneath them (literally).

From the 2003 release of Part 11, Electronic Records; Electronic 
Signatures – Scope and Application; Guidance for Industry to the 
current day, it took 17 years for dinosaur companies to create the 
quicksand known as CSV. This was created by gluttony. The global 
pharmaceutical market experienced substantial growth in the last 20 

years. As of the end of 2019, the global pharmaceutical market was 
valued at approximately 1.25 trillion U.S. dollars. This compared 
to 2001 when the market was valued at 390 billion U.S. dollars – a 
320% increase. This sustained cashflow afforded countless hires with 
ample time to generate documentation, documentation, and more 
documentation, mostly out of fear of the comet.

Dinosaurs Don’t Change

The last 20 years saw the most rapid expansion of technology in 
human history. During that time, all the CSV procedures, policies, and 
protocols are permanently engraved into stone tablets because “we’ve 
always done it this way.” In the present day, software service providers 
generate the bulk of the development and verification documentation 
that life science companies can leverage as their own. These standard 
practices, in addition to the the last 20 years saw the most rapid 
expansion of technology in human history. During that time, all the 
CSV procedures, policies, and protocols are permanently engraved into 
stone tablets because “we’ve always done it this way.” In the present 
day, software service providers generate the bulk of the development 
and verification documentation that life science companies can leverage 
as their own. These standard practices, in addition to the FDAs soon to 
be released guidance Computer Software Assurance for Manufacturing, 
Operations, and Quality System Software, beg companies to reconceive 
the status quo and truly take a risk-based approach as opposed to a 
fear-based approach soon to be released guidance Computer Software 
Assurance for Manufacturing, Operations, and Quality System 
Software, beg companies to reconceive the status quo and truly take a 
risk-based approach as opposed to a fear-based approach.
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Dinosaurs Fear the Comet

There are three main reasons to assure your computerized systems are 
fit for purpose:

1. Patient Safety;

2. Product Quality;

3. Quality System Integrity.

Notice fear of regulators (i.e., the comet) is not on the list? And yet this 
fear drives life science companies (i.e., end users) to burden themselves 
with tedious and relentlessly scripted testing without regard to the risk 
to patient safety, product quality, and quality system integrity.

Computer Software Assurance (CSA)

Although the term “validation” is used in this article, it maintains 
alignment with the concepts of CSA such that validation should be 
performed using a risk-based approach with more focus on the risk 
of the system to patient safety, product quality, and quality system 
integrity measured against requirement complexity, focusing on testing 
of the high-risk systems and functionality (i.e., assurance).

All regulated computer systems must be validated/assured for their 
intended use. This includes both large, complex multi-site computer 
systems, including cloud computing systems, as well as small computer 
systems. Decisions regarding the scope and strategy of the level of 
assurance testing include the ability to combine deliverables, forego 
deliverables, or to break single deliverables into multiple components 
should be:

1. Determined by the results of the system impact assessment 
(SIA), the system risk assessment (SRA), the regulatory requirements 
assessment, and if applicable, any vendor assessment information 
available;

2. Dependent on the size, complexity, risk, and regulatory 
impact of the system is implemented;

3. Documented within the system assurance plan, change 
control document, protocol, technical document, or SOP;

4. Approved by the system owner, validation, IT, and quality.

Systems determined to be simple from the assessment and risk analysis 
can apply flexibility into their assurance approach. This includes 
justifying the system requires calibration and preventative maintenance 
procedures only, having all assurance activities combined into one or 
fewer deliverables, or having the computer assurance requirements 
satisfied by other validation activities such as equipment qualification.

For more complex systems, more separate deliverables may be 
required. Those additional deliverables should be defined in the system 
assurance plan, protocol, technical document, or SOP. For example, in 
a manufacturing environment, a complex process control system [e.g., 
distributed control system (DCS), a programmable logic controller 
(PLC), laboratory information management system (LIMS)] may require 
multiple separate design documents to fully detail the implementation of 

the system. Similarly, in an IT environment, complex database systems 
will generate more activities/deliverables versus simplified/combined 
deliverables for a customized spreadsheet application.

In alignment with CSA, indirect and no impact systems should leverage 
existing activities where possible, such as vendor assessments or vendor 
testing as well as process control, to mitigate risk and greatly reduce or 
eliminate assurance efforts. Indirect or no impact systems should require 
little or no formal validation except for the components, processes, or 
requirements that overlap with direct impact systems impacting patient 
safety, product quality, and quality system integrity.

For direct impact systems, leveraging is also applicable and only critical 
user and functional requirements that are custom should require formal 
validation in most cases. Non-critical requirements may be verified in 
vendor or supplier documentation or ad-hoc and unscripted testing.

The validation lifecycle process model consists of four phases. The 
phases define roles, responsibilities, activities, outputs, and required 
deliverables designed to ensure the implemented computer system:

1. Meets its intended purpose;

2. Remains in a validated state;

3. It is decommissioned in a controlled manner to ensure the 
proper handling of the data and documentation relating to the system 
(retirement phase).

Plan – This effort comprises the system validation planning in order to 
implement the system into the business area. This phase documents the 
validation/assurance strategy, the deliverables that will be generated, 
and the requirements of the system’s intended use. The goal of the Plan 
phase is to define the validation/assurance and system requirements. 
The Plan phase may be captured in a validation plan, change control 
document, protocol, technical document, or SOP.

Development – This effort comprises the design/configuration, software 
development (if applicable), testing, and verification of the installation 
and operation of the system. The goal of the development phase is to 
provide a system that is ready for release pending formal qualification 
of critical functions and parameters. In most cases, much of this phase 
and evidence of development will be provided by the vendor.

Qualification – This effort comprises the formal qualification of the 
critical functions/parameters and sample critical business process 
flow(s). The goal of the qualification phase is to confirm that the 
application has been installed correctly in the intended environment, 
that critical user requirements and sample critical processes have been 
met, and that operational use SOPs are established. Leveraging of 
vendor or supplier assessments/qualifications and development testing 
is encouraged to reduce the level of formal qualification in this phase. 
The completion of this phase is when the system has been released into 
its intended environment. 

Retirement – This effort comprises the plan, execution, and removal of 
the system from its’ intended use in a manner that ensures protection of 
the records, documentation, and data for the required records retention 
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period.

The documentation created within the validation lifecycle provides 

documented assurance that the computer system meets predetermined 
specifications, accurately and reliably performs as intended, is 
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Figure 1: Validation Lifecycle Process Flow Chart

maintained in a controlled fashion, and is retired following a defined 
process. Figure 1 shows a broad overview of the validation lifecycle 
process and deliverables within each phase. The deliverables and 
activities required and the levels of execution of activity are dependent 
on the size, complexity, risk, and regulatory impact of the system 
being implemented. Exceptions or combining of the deliverables and 
activities are permitted in alignment with CSA.

The validation lifecycle relies on a risk-based approach to computer 
system validation/assurance to identify and execute the appropriate 
validation/assurance effort for a given system. The risk-based approach 
utilizes the following tasks to identify and execute the appropriate 
validation/assurance effort for a system:
1. Performing an SIA;
2. Identify critical user and functional requirements;
3. Identify critical business process flows;
4. Performing an SRA for direct impact systems;
5. Creation of a validation plan containing the validation/
assurance strategy and rationales if applicable;
6. Conducting development testing or design review focusing 
on all user requirements, critical and selected non-critical functional 
requirements, critical business process flows, and possible sampling of 
other business process flows;
7. Conducting qualification testing focusing on verification of 
critical requirements and possible sampling of business process flows.
In this lifecycle model, the development group (IT, system owner, user, 
vendor, consultants) takes ownership and responsibility for oversight of 

the development and testing effort. The development group challenges 
all functions and business processes and then hands the system over 
for users and the validation team to perform qualification testing. That 
qualification step involves user acceptance testing of critical functions 
and sample business process flows, which are part of the qualification 

phase. A detailed RACI matrix can be found in Table 1.

System Risk Assessment

The risk assessment of the application considers the potential effect 
of the system on the quality system, product quality, safety and 
efficacy, as well as data integrity. In addition, the business criticalities 
of the functions provided by the system as well as the technological 
complexity of the solution are factored into the assessment.

The SRA shall be done for each requirement from the User and/or 
Functional Requirements Specification (URS/FRS), as applicable, by 
creating a risk assessment matrix following the guidelines below. The 
assessment of risk for requirements at the transactional/functional level 
characterizes risk in three (3) risk attributes: Patient/Product, Quality 
System, and Technical Complexity, and evaluates each risk attribute 
to determine the assurance activities required. Patient/Product and 
Quality Risk attributes have four (4) categories describing the degree 
of risk associated with that categorization: High, Medium, Low, None. 
Technical Risk attributes have three (3) categories describing the level 
of complexity: Custom, Configured, Out of the Box.

Once the patient/product and quality risk are identified, it is assessed 
against the technical complexity. The resulting risk score is used to 



Table 1: RACI for Validation Lifecycle Phases and Deliverables.

Stage 1: Process Develop-
ment

Phase Deliverables
System 
Owner

Validation 
Team

Information 
Technology

Quality 
Unit

1 – Plan Phase Outputs and Deliverables
System Impact Assessment C/R/A R/A R/A R/A

Regulatory Assessment R/A C/R/A N R/A

System Risk Assessment C/R/A R/A C/R/A R/A

Vendor Assessment N C/R/A R/A R/A
Traceability Matrix N C N N

Requirements Specification(s) C/R/A R/A R/A R/A
Validation Plan R/A C/R/A R/A R/A

2 – Development Phase Outputs and Deliverables
Traceability Matrix N C R N

Design/Configuration Specification(s) N N C/R/A N
Development Test Plan N N C/R/A N
Installation Verification N R/A C/R/A R/A
Functional Verification R/A R/A C/R/A R/A

Development Summary Report R/A R/A C/R/A R/A

Stage 2: Process Qualifi-
cation

3 – Qualification Phase Output and Deliverables

Backup of Baseline System N N Owner1 N
Turnover Package R/A C/R/A R/A R/A

Installation Qualification R/A C/R/A R/A R/A
Operational Qualification R/A C/R/A R/A R/A
Performance Qualification R/A C/R/A R/A R/A

Complete Traceability Matrix R/A C/R/A R/A R/A
Validation Summary Report R/A C/R/A R/A R/A

Stage 3: Continued Pro-
cess Verification 

Update Site Validation Master Systems List R/A C/R/A R/A R/A
4 – Continued Process Verification and Retirement Phase Output and Deliverables

System Retirement Plan and (or) Protocol R/A C/R/A R/A R/A

System Retirement Summary Report R/A C/R/A R/A R/A

Update Site Validation Master Systems List R/A C/R/A R/A R/A

Abbreviations: C = Create, R = Review, A = Approve, N = No Action.

Table 2: Patient/Product Risk.

Magnitude of Risk
Risk Definition
From a failure, event, or consequence with potential to cause:

High (H) Death, life-threatening harm, or irreversible damage to a patient
Medium (M) Significant but temporary harm or reversible damage to a patient
Low (L) Minor harm to a patient

None (N) Patient or product risk is not applicable

Quality System Categorization

The magnitude of quality system risk is determined using Table 3 and documented in the SRA.

Table 3: Quality System Risk.

Magnitude of Risk Risk Definition 
Software that supports the:

High (H) Direct implementation of a quality system activity, defined in a regulation
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Medium (M) Indirect implementation of a quality system activity, defined in a regulation
Low (L) Implementation of a quality system activity but is not in a regulation
None (N) Quality system risk is not applicable

Technical Complexity Categorization

The magnitude of technical risk is determined using Table 4 and documented in the SRA.

Table 4: Technical Risk.

Magnitude of Risk
Risk Definition
Implementation defined by:

Custom Feature requires programming or change to software code
Configured Feature is enabled through the setting of parameters without changing the code of software

Out of the Box Feature works simply by installing the software and adding necessary master data (e.g., products, BOM, 
routes, etc.) 

Patient/Product x Technical Complexity Risk

The overall patient/product risk is determined by assessing the relationship to technical complexity and is assigned according to Table 5.

Table 5: Overall Patient/Product versus Technical Complexity Risk Score.

Overall Risk
Technical Complexity

Out of the Box Configured Custom

Pa
tie

nt
/ 

Pr
od

uc
t R

is
k High (H) 3 4 5

Medium (M) 2 3 4
Low (L) 1 2 3
None (N) 1 1 1

Quality System x Technical Complexity Risk

The overall quality system risk is determined by assessing the relationship to technical complexity and is assigned according to Table 6.

Table 6: Overall Quality System versus Technical Complexity Risk Score.

Overall Risk
Technical Complexity

Out of the Box Configured Custom

Q
ua

lit
y 

Sy
s-

te
m

 R
is

k

High (H) 3 4 5

Medium (M) 2 3 4
Low (L) 1 2 3
None (N) 1 1 1

Assurance Activities 
The level of assurance activities for requirements with patient/product or quality system risk is assigned according to Table 7.

Table 7: Assurance Activities.
Risk Rating Assurance Activities
5 Requirement validated through robust scripted testing
4 Requirement validated through limited scripted tested
3 Requirement validated through unscripted testing
2 Requirement validated through ad-hoc testing and/or vendor generated documentation
1 Relies on vendor audit, vendor generated documentation, and/or baseline assurance

Test Approach Development and Documentation

The outcome of the SRA allows for more flexibility for an assurance approach and acceptable records of results based upon the level of risk. From 
ad-hoc testing (least-burdensome) requiring only a summary document all of the way to robust scripted testing (full validation). Refer to Table 8 
for more details.
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Table 8: Record of Results.

Assurance Approach Test Plan Test Record (Digital Acceptable)

Unscripted Testing:

Ad-hoc (with least-bur-
densome documentation)

• Testing of features and func-
tions with no test plan

• Details regarding any fail-
ures/deviations found

• Summary description of features and 
functions tested

• Issues found and disposition

• Conclusion statement

• Record of who performed testing and 
date

Unscripted Testing:

Error Guessing

• Testing of features and func-
tions fail-modes with no test 
plan

• Details regarding any fail-
ures/discrepancies found

• Summary description of fail-modes test-
ed

• Issues found and disposition

• Conclusion statement

• Record of who performed and date

Unscripted Testing:

Explanatory Testing

• Establish high-level test plan 
objectives for features and 
functions (no step-by-step 
procedure is necessary)

• Pass/fail for each test plan 
objective

• Details regarding any fail-
ures/discrepancies found

• Summary description of features and 
functions tested

• Result for each test plan objective – only 
indication of pass/fail

• Issues found and disposition

• Conclusion statement

Scripted Testing:

Limited

• Limited test cases (step-by-
step procedure) identified

• Expected results for test cas-
es

• Identify unscripted testing 
applied

• Independent review and ap-
proval

• Pass/fail for each test case 
identified

• Details regarding any fail-
ures/deviations found and 
dispositions regarding fails

• Summary description of features and 
functions tested

• Result for each test case – only indica-
tion of pass/fail

• Issues found and disposition

• Conclusion statement

Scripted Testing:

Robust

• Test objectives

• Test cases (step-by-step pro-
cedure)

• Expected results

• Independent review and ap-
proval

• Pass/fail for each test case

• Details regarding any fail-
ures/deviations found and 
dispositions regarding fails

• Detailed report of assurance activity

• Result for each test case – only indica-
tion of pass/fail

• Issues found and disposition

• Conclusion statement

• Record of who performed testing and 
date

• Signature and date of appropriate signa-
ture authority

Based on the assessment of the risk, the project shall define the test 
approach for a given function, module, or transaction. For example, an 
eQMS that does not directly impact a patient or product (e.g., document 
control systems, corrective and preventative action systems, and 
complaint handling systems) may only require a vendor audit, vendor-
provided documentation, and/or baseline assurance if used out of the 
box (Out of the Box complexity). If a configuration is required, ad-hoc 
testing will be all that is expected.

If a requirement has both potential risks to patient/product and the 
quality system, the assurance approach will be based on the highest 
overall risk determined.

Expected documentation would include a summary description of the 
features and functions tested, any identified issues and their disposition, 
a conclusion statement, and a record of who performed the testing along 
with the dates of testing.

This same validation/assurance logic may be applied to computer 
system validation tools. Bug tracking systems, load testing tools, 
automated graphical user interface testing tools, lifecycle management 
tools may need ad-hoc testing as opposed to robust validation.

Traditional Installation Qualification, Operational Qualification, and 
Performance Qualification (IOPQ) are reserved for those systems that 
have a direct impact on a patient or product. Nevertheless, low-risk 
functions would still get ad-hoc testing while higher-risk functions get 
robust testing.

CONCLUSION

In conclusion, regulators no longer wish to review 1,200-page CSV 
protocols and reports. They’re interested in a thoughtful and risk-based 
approach to software assurance. CSA offers an approach that capitalizes 
off critical thought and planning to reduce redundant and painstaking 
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paperwork by up to 80%. Although the CSA guidelines haven’t been 
officially released, the guidelines described in this article are one 
potential approach to successful implementation.

DEFINITIONS

Commercial Off-the-Shelf (COTS) Products – COTS products are 
computer systems or software that are commercially available, leased, 
licensed, or sold to the general public and require no special modification 
or maintenance over its’ lifecycle. COTS products are designed to be 
easily installed and to interoperate with existing system components. 
There are three (3) main types of COTS:

-Out of the Box commercially available software that is used as designed 
without creating additional user-defined macros, algorithms, or code.

-Configured commercially available software whose functionality and 
behavior will be modified based on changes to configuration settings, 
parameters, flags, or macros.

-Custom commercially available software that involves multiple 
modules and(or) extensive customization or programming.

Complex System – The software and configuration parameters are 
stored and reused and may be modifiable, the computer interface is 
one-to-one or one-to-many (e.g., computer/server to instrument or 
equipment), and for data processing, the data or signal is acquired 
and processed/manipulated before reporting output or final result(s). 
Results are produced and stored for use/reference on the system. 
Custom commercially available software may be considered complex.

Computer System – A functional unit consisting of one or more 
computers, associated peripheral input/output devices, and associated 
software whether in cloud or not that uses common storage for all 
or part of a program, as well as, all data necessary for the program’s 
execution. Computer systems execute software programs and perform 
activities such as data storage, data manipulation, reporting, querying, 
arithmetic operation, and logic operations.

Critical Requirements – A requirement that has a direct impact on any 
of the following:

-Patient Safety;

-Product Quality;

-Requirements Satisfying GxP Regulations;

-GxP Data Integrity and(or) Security.

Direct Implementation of Quality System Activity – Requirements that 
are a direct implementation of a quality system activity are typically 
associated with high-risk software supporting or are a key component 
of the Quality Management System (QMS) (e.g., production control 
and automation software, electronic document control software). In 
addition, these requirements will not be redundantly met via other 
measures (e.g., electronic data integrity requirements that are redundant 
to the official paper record already managed in the QMS).

Electronic Records – Records in electronic form that are created, 
modified, maintained, archived, retrieved, or transmitted under any 

records requirements set forth in FDA agency regulations or other 
applicable regulatory agencies (MHRA, EMA, etc.).

Electronic Signatures – A computer compilation of any symbol or 
series of symbols executed, adopted, or authorized by an individual to 
be legally binding equivalent of the individual’s handwritten signature. 

Indirect Implementation of Quality System Activity – Requirements 
that are an indirect implementation of a quality system activity are 
typically associated with lower risk software supporting the QMS (e.g., 
electronic training management). In addition, these requirements will 
be redundantly met or supported via other risk management measures.

Regulatory Risk – The risk associated with a failure or error of the 
computerized system to support relevant process and its impact on 
regulatory requirements (i.e., patient/product, quality system).

Risk – Probable rate of occurrence of a hazard causing harm and the 
degree of severity of the harm.

System – An organization of engineering components which have a 
defined operational function (e.g., piping, instrumentation, equipment, 
facilities, computer hardware, computer software).

System Risk Assessment (SRA) – A tool used to prioritize qualification 
testing based on risk or failure mode. Only direct impact computer 
systems require an SRA.

Technical Risk – The risk associated with the failure or error of the 
computerized system to support a business process based upon the 
complexity of the configuration or customization.

Traceability Matrix (TM) – A table that is used to track requirements 
and/or specifications and where in the commissioning/qualification 
documentation it is tested.

Unscripted or Ad-hoc Testing – A documented verification of 
requirements where the test scripts may be undefined or partially 
defined prior to execution of the unscripted or ad-hoc testing.

Acronyms:

CFR – Code of Federal Regulations

eQMS – Electronic Quality Management System

FDA – Food and Drug Administration

GMP – Good Manufacturing Practice

OQ – Operational Qualification

PQ – Performance Qualification

RACI – Responsible, Accountable, Consulted, Informed

SOP – Standard Operating Procedure
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